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1 Introduction

This report is submitted to the Election Assistance Commission (EAC) by iBeta Quality Assurance summarizing the
federal voting system certification testing of the Election System & Software (ES&S) Unity 3.2.0.0 voting system to
the Voting System Standards 2002 (VSS 2002).

The ES&S Unity 3.2.0.0 voting system has been submitted to iBeta for testing to support ES&S’ application #
ESS0701 to the US Election Assistance Commission (EAC) for certification to the VSS 2002. This is an initial EAC
certification.

The Unity 3.2.0.0 is a paper-based voting system that includes the:
« Election management system election (EMS) preparation software: Election Data Manager, ES&S Ballot
Image Manager, Hardware Programming Manager, AutoMARK Information Management System
EMS audit software: Audit Manager and LogMonitor
Pre-vote hardware: Ballot-on-Demand COTSs printer
Polling place optical scanner hardware and firmware: Model DS200
Polling place ballot marker hardware and firmware: AutoMARK Voter Assist Terminal A100, AutoMARK
Voter Assist Terminal Model A200
e  Central count hardware and firmware: Model 650
e  Central count EMS software: Election Reporting Manager

The purpose of this document is to provide an overview of the certification testing and findings. The complete list of
the systems names, major subsystems, version numbers and any interfacing devices is contained detailed in
section 3 Voting System Identification. Additional details of the design, structure, and processing capabilities are
identified in the section 4 Voting System Overview.

Application #£ESS0701 originally identified SysTest Labs (SysTest) as the VSTL. Due to the suspension of SysTest
in the middle of various Unity certification efforts, ES&S was authorized by the EAC to transfer their application for
certification of the Unity 3.2.0.0 to iBeta. Unity 3.2.0.0 is a subset of paper ballot voting systems contained in the
Unity v.4.0.0.0 voting system. At the time of the suspension the Unity v.4.0.0.0 test plan was approved by the EAC
and a substantial amount of relevant testing had been successfully completed. ES&S petitioned the EAC to assess
the testing performed by SysTest for consideration of reuse. The EAC issued a letter to ES&S, 2-3-2009 Letter to
ESS Reuse of Testing Final, in which they outlined the conditions for the assessment of reuse process. This
process is outlined in the as run test plan which is contained in the attached Appendix H Amended Test Plan.

In the letter EAC approval to reuse portions of SysTest's testing of ES&S Unity 3.2.0.0 the EAC authorized the
reuse of the functional, accessibility, maintainability, accuracy, and reliability testing conducted for Unity 3.2.0.0
base upon the EAC technical reviewer's audit of all test plans, test methods, test cases, and test results related to
the scope of the Unity 3.2.0.0 test campaign. This included a review of a document created by SysTest that
summarized all related testing conducted for the scope of the Unity 3.2.0.0 with the test results. The EAC
concluded:

« All functional, accessibility, maintainability, accuracy, and reliability testing outlined in the approved
SysTest Unity 4.0 test plan is approved for reuse in the Unity 3.2.0.0 test campaign.

e As part of the remaining testing the EAC is tasking iBeta with testing and verifying that the Unity 3.2.0.0
system is in compliance with EAC RFI 2008-07 “0’ count to start the election”. This testing should be
reflected in the test plan being developed by iBeta for the Unity 3.2.0.0 system.

+ iBetais also tasked with testing and resolving the discrepancies listed by SysTest under the following
tests: GEN 02 — Straight Party, GEN 03 — Add Languages, and PR101 — Pick-a-Party tests.

In a subsequent conversation with the EAC this last bullet was clarified to the open functional discrepancies
identified in Table 5 of the as run test plan.

1.1 Unity 3.2.0.0 Physical & Functional Configuration Audit Scope

This certification test effort included a Physical Configuration Audit (PCA) and Functional Configuration Audit (FCA)
of the Unity 3.2.0.0 voting system. Due to the petition for reuse these tasks were performed by either SysTest or
iBeta Quality Assurance. Assessment of the SysTest test results was performed by either iBeta or the EAC
Technical Reviewers as stipulated in 2-3-2009 Letter to ESS Reuse of Testing Final.

The Physical Configuration Audit (PCA) performed by iBeta for Unity 3.2.0.0 incorporated a:
¢ PCA Document Review Assessment for reuse of the SysTest's review of the Unity v.4.0.0.0 Technical
Data Package (TDP);
e 3% PCA Source Code Review Assessment for reuse of the SysTest source code review of the Unity
v.4.0.0.0 source code review;
¢ Witnessed Build performed by SysTest from the source code they reviewed;
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Trusted Build performed by iBeta from the SysTest and iBeta reviewed source code; and
Examination of the voting system configuration submitted to iBeta.

A Functional Configuration Audit (FCA) of the Unity 3.2.0.0 included an EAC review of the Unity v.4.0.0.0 testing
performed by SysTest to:

e The requirements of VSS 2002;

¢ The Unity v.4.0.0.0 specifications of the ES&S TDP; and

e  The voting system requirements of section 301 of the Help American Vote Act (HAVA).
For the balance of the FCA iBeta identified the scope of the Unity 3.2.0.0 volume, stress, error recovery, and
security requirements of the VSS 2002, in addition to a sampling of the requirements necessary to conduct a single
end-to-end system level functional regression test. iBeta:

e Developed a test plan;
Customize test cases;
Managed the system configurations;
Executed tests, and
Analyzed the test results for the iBeta executed tests.

Certification testing performed by iBeta complied with the requirements of VSS 2002, Volume 2 Test Standards.
The iBeta test record included test executions and reviews performed by iBeta. These test executions and reviews
included the record of requirements that were satisfactorily and unsatisfactorily completed, deficiencies noted,
reports to ES&S, software and manufacturing resolutions, validations of resolutions and documentation of
incorporation of resolutions into the voting system. Test records for work performed by SysTest were retained by
them. Materials were provided to the EAC and iBeta for the assessment of reuse.

iBeta Quality Assurance, a limited liability company, is located in Aurora, Colorado. The company is a full service
software testing laboratory providing Quality Assurance and Software Testing for the business and interactive
entertainment communities. iBeta Quality Assurance accreditations for the testing of voting systems to the federal
standards include

« National Voluntary Lab Accreditation Program (NVLAP) Voting System Test Lab (VSTL)

e Election Assistance Commission Voting Systems Test Lab (VSTL)

Testing was conducted at iBeta Quality Assurance in Aurora, Colorado, SysTest Labs in Denver, Colorado and
various SysTest subcontractor non-core hardware environmental test labs. Non-core hardware environmental
testing is outside SysTest's test accreditation scope as a VSTL. SysTest's methods for validating the qualifications
of the subcontractor laboratories was provided to the EAC and considered in their decision to permit reuse of the
non-core environmental testing. SysTest conducted the non-core safety and hardware environmental assessments
and testing with the following subcontractors:

¢ Compliance Technology Services 1820 Skyway Drive Unit J, Longmont, Colorado 80504
Components Reliability & Safety 1955 West 153rd Place, Broomfield, CO 80020
Criterion Technology 1350 Tolland Road, P.O. Box 489, Rollinsville, CO 80474
Nebraska Center for Excellence in Electronics (NCEE) 4740 Discovery Dr., Lincoln, NE 68521
Percept Technology Labs 4735 Walnut St. #E, Boulder, CO 80301
Sun Advanced Product Testing (APT) 1601 Dry Creek Drive Suite 2000, Longmont, CO 80503

¢ Woyle Laboratories, 7800 Highway 20 West, Huntsville, AL, 35806
Supplemental Hardware environmental testing for ECOs 829 and 834 were subcontracted by iBeta to Criterion
Technology.

1.2 Unity 3.2.0.0 Exclusions:

The following identifies the exclusions of the Unity 3.2.0.0 voting system. As identified in the VSS2002 vol.1 section
4.1.2, software is excluded if it:

e Provides no support of voting system capabilities;

« Cannot function while voting system functionality is enabled; and

e Procedures are provided that confirm software has been removed, disconnected or switched.

1.2.1 Unity v.4.0.0.0 Scope Excluded from Unity 3.2.0.0
The Unity 4.0.0.0 items identified as exclusions are not contained in the Unity 3.2.0.0 system submitted for
Certification under EAC Application # ESS0701.

e Hardware including related software/firmware and peripherals: Automated Bar Code Reader (ABCR),
iVotronic DRE Precinct Tabulator, Model 100 Precinct Ballot Counter, the DS200 modem kit, and the
M650 configured with a network card;

EMS Software: Data Acquisition Manager and iVotronic Ballot Image Manager; and

System functionality and maintenance: DRE, VVPAT

Network functionality: Network data transmission for remote transmission of votes or consolidated results
Language accessibility other than English and Spanish.
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In an email dated October 15, 2008 the EAC granted permission for ES&S to reuse the Unity v.4.0.0.0 TDP if the
documents bore a disclaimer outlining the uncertified functionality that was not part of the Unity 3.2.0.0 certification.
As such the review of the document content related to the uncertified Unity v.4.0.0.0 functionality was excluded
from this review.

In receiving the source code, documents and test artifacts from SysTest, iBeta determined if the material was in or
out of the Unity 3.2.0.0 test scope. Items determined to be out of scope were stored without further examination.
No out of scope hardware was received.

1.2.2 Unity 3.2.0.0 Other Exclusions

The following functions are excluded from Unity 3.2.0.0 voting system and are not tested in this certification effort.

Provisional ballots: The handling of provisional ballots is procedural. There is no provisional ballot
functionality.

Transmission via Public Telecommunications: There is no transmission via public telecommunications.
The DS200 modem is removed from this certification.

Use of Wireless Communications : There is no use of wireless communications

Shared Operating Environment: Unity 3.2.0.0 does not share an environment with other data processing
functions.

Enhanced AutoCast: This AutoMARK functionality requires both PEB v.1.70 and Auto MARK FW v.1.4.
That version of AutoMARK firmware is not supported in Unity 3.2.0.0.

The hardware environment for the election management system is limited to stand alone PCs. The
election preparation, central count tally and reporting functions do not communicated via a Local Area
Network or other network connection in Unity 3.2.0.0.

There is no provision for the broadcasting of results.

Any activities in these areas are limited to documentation that the functions are not applicable to this voting system.

1.3

Internal Documentation

The documents identified below are iBeta internal documents used in certification testing

Table 1 Internal Documents

Version # Title Abbreviation Author (Org.)
v.07 Voting Certification Master MSA contract 11/15/08 iBeta Quality Assurance
Services Agreement-
Election Systems & Software
Rev 02 Statement of Work No. 02 SOW 2-02 iBeta Quality Assurance
Commencement Phase:
Assessment for Reuse and
Reporting
Rev 01 Statement of Work No. 03 SOW 3-01 iBeta Quality Assurance
Maximum Reuse Project
Estimate
iBeta | VSTL Procedures
v.2.1 Voting Deliverable Receipt 9/19/08 iBeta Quality Assurance
Procedure
v.1.0 PCA Source Code Review 11/13/06 iBeta Quality Assurance
Procedure
v.4.0 C and C++ Review Criteria 11/17/08 iBeta Quality Assurance
v.1.0 Z80 Assembler Review 10/19/07 iBeta Quality Assurance
Criteria
v.2.0 SQL Server Review Criteria 6/19/07 iBeta Quality Assurance
v.0.1 COBOL Review Criteria 12/4/08 iBeta Quality Assurance
v.2.0 Visual Basic Review Criteria 6/19/07 iBeta Quality Assurance
v.1.0 Witness Build Procedure 4/18/08 iBeta Quality Assurance
v.2.0 Trusted Build Procedure 1/23/09 iBeta Quality Assurance
v.4.0 Test Case Preparation 5/23/08 iBeta Quality Assurance
and Execution Procedure
v.4.0 VSTL Test Planning 5/23/08 iBeta Quality Assurance
Procedure
v.4.0 VSTL Certification Report 4/24/09 iBeta Quality Assurance
Procedure
iBeta | Project Documents
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Version # Abbreviation Author (Org.)
ESS Unity 3.2 Code and 6/24/09 iBeta Quality Assurance
Equipment Receipt
EO01 through E039 Equipment various iBeta Quality Assurance
Equipment Photos Images

ESS Source Code Review
results documents for the
applications

Various dates

iBeta letter to EAC on ES&S | 3% Source 1/16/09 iBeta Quality Assurance
Unity 3.2.0.0 source code Code Review

review Assessment

iBeta recommendation on PCA Document | 1/14/09 iBeta Quality Assurance
reuse of SysTest PCA Review

Document Review in ES&S Assessment

Unity 3.2.0.0 testing

Election Systems & Software 4/03/09 iBeta Quality Assurance
Unity 3.2.0.0 Voting System

VSTL Certification Test Plan

PCA Configuration- Unity 3.2 6/26/09 iBeta Quality Assurance
Reuse Environmental Test 2/15/09 iBeta Quality Assurance
Case -Unity 3.2

Reuse Characteristics Test 2/15/09 iBeta Quality Assurance
Case -Unity 3.2

FCA Volume 1 5/11/09 iBeta Quality Assurance
FCA Volume 2 6/29/09 iBeta Quality Assurance
FCA Volume 3 6/3/09 iBeta Quality Assurance
FCA Volume 4 4/16/09 iBeta Quality Assurance
FCA Volume 5 6/8/09 iBeta Quality Assurance
FCA Volume 6 6/17/09 iBeta Quality Assurance
FCA Volume 7 6/17/09 iBeta Quality Assurance
FCA Volume 8 6/17/09 iBeta Quality Assurance
FCA Volume 9 6/29/09 iBeta Quality Assurance
FCA Volume 10 5/12/09 iBeta Quality Assurance
FCA Security Review Unity 6/23/09 iBeta Quality Assurance
3.2

FCA Security Test - Unity 6/3/09 iBeta Quality Assurance
3.2 Windows Configuration

Test steps

Regression System Level 6/17/09 iBeta Quality Assurance
TC

ES&S Unity 3.2.0.0 EAC 3/6/09 iBeta Quality Assurance
Matrix

A200 Configuration 4/1/09 iBeta Quality Assurance
Inspection Results

Trace to Test Methods 3/20/09 iBeta Quality Assurance

1.4 External Documentation

The documents identified below are external resources used to in

Table 2 External Documents

Version
#

certification testing.

Abbreviation

Author (Org.)

Test Plan Approval Letter 4/7/09 EAC
Help America Vote Act HAVA 10/29/02 107"
Congress
NIST NVLAP Voting System Testing NIST 150 February NVLAP
Hdbk 150 2006
2006 Ed.
NIST NVLAP Voting System Testing NIST 150-22 December | NVLAP
Hdbk 2005
150-22
Federal Election Commission Voting System VSS April 2002 | Federal
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http://www.eac.gov/program-areas/voting-systems/docs/january-16-2009-letter-from-ibeta-on-unity-3-2-0-0-source-code-review/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/january-16-2009-letter-from-ibeta-on-unity-3-2-0-0-source-code-review/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/january-16-2009-letter-from-ibeta-on-unity-3-2-0-0-source-code-review/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/findings-of-ibeta-regarding-the-reuse-of-the-pca-document-review-conducted-by-systest-labs-from-the-unity-v-4-0-0-0-test-effort/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/findings-of-ibeta-regarding-the-reuse-of-the-pca-document-review-conducted-by-systest-labs-from-the-unity-v-4-0-0-0-test-effort/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/findings-of-ibeta-regarding-the-reuse-of-the-pca-document-review-conducted-by-systest-labs-from-the-unity-v-4-0-0-0-test-effort/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/findings-of-ibeta-regarding-the-reuse-of-the-pca-document-review-conducted-by-systest-labs-from-the-unity-v-4-0-0-0-test-effort/attachment_download/file
http://www.eac.gov/files/voting_systems/Unity%203.2%20Test%20Plan%20v.2.0.pdf
http://www.eac.gov/files/voting_systems/Unity%203.2%20Test%20Plan%20v.2.0.pdf
http://www.eac.gov/files/voting_systems/Unity%203.2%20Test%20Plan%20v.2.0.pdf

Version
#

Standards

VSTL Certification # pending

Abbreviation

Date

Author (Org.)

Election
Commission

v.1.0

Voting System Testing and Certification Manual

1/01/07

EAC

v.1.0

Voting System Test Laboratory Program Manual

VSTL
Program
Manual

July 2008

EAC

Form
v.5.2

EAC Test Matrix Template

7/09/09

EAC

EAC Decision on Request for Interpretation 2007-02,
2002 VSS, Vol. 1, Section 4.2.5 (single character)

RFI 2007-02

5/14/07

EAC

EAC Decision on Request for Interpretation 2007-05,
2005 VVSG Vol. 1 Section 4.2.1 (Testing Focus and
Applicability)

RFI 2007-05

11/06/07

EAC

EAC Decision on Request for Interpretation 2008-01,
2002 VSS Vol. I, 2005 VVSG Vol. Il, Section 4.7.1 &
Appendix C

RFI 2008-01

2/06/08

EAC

EAC Decision on Request for Interpretation 2008-02,
Battery Backup for Optical Scan Voting machines

RFI 2008-02

2/19/08

EAC

EAC Decision on Request for Interpretation 2008-03
(Operating System Configuration) 2002 VSS Volumel:
2.253,4.1.1,6.2.1.1, Volume2: 3.5 2005 VVSG
Volumel: 2.1.5.2,5.1.1, 7.2.1, Volume2: 3.5

RFI 2008-03

10/3/08

EAC

EAC Decision on Request for Interpretation 2008-04,
2002 VSS Vol. |, Section 2.3.1.3.1a; 2005 VVSG Vol.
I, Section 2.2.1.3a Ballot Production

RFI 2008-04

5/19/08

EAC

EAC Decision on Request for Interpretation 2008-05,
2002 VSS Vol. |, Section 3.4.2, 2005 VVSG Vol. |,
Section 4.3.2, Durability

RFI 2008-05

5/19/08

EAC

EAC Decision on Request for Interpretation 2008-06,
2002 VSS Vol. |, Sections 3.2.2.4c, 3.2.2.5

2005 VVSG Vol. I, V. 1.0, Sections 4.1.2.4c (Electrical
Supply), 4.1.2.5 (Electrical Power Disturbance)

RFI 2008-06

8/29/08

EAC

EAC Decision on Request for Interpretation 2008-07;
2002 VSS Vol. |, Sections, 2.3.4, 2.3.5, 2.3.6, 2.4.1,
4.4.3,9.4; 2002 VSS Vol. ll, Sections, 3.3.1, 3.3.2;
2005 VVSG Vol. |, Sections, 2.2.4,2.2.5,2.2.6, 2.3.1,
5.4.3; 2005 VVSG Vol. ll, Sections, 1.3, 3.3.1, 3.3.2

RFI 2008-07

8/27/08

EAC

EAC Decision on Request for Interpretation 2008-08
2002 VSS Vol. |, Glossary
2005 VVSG Vol. |, Glossary

RFI 2008-08

8/01/08

EAC

EAC Decision on Request for Interpretation 2008-09
(Safety Testing)

2002 VSS Vol. |, Section, 3.4.8; 2005 VVSG Vol. |,
Section 4.3.8

RFI 2008-09

8/25/08

EAC

EAC Decision on Request for Interpretation 2008-10
(Electrical Fast Transient)

2005 VVSG Vol. |, Sect. 4.1.2.6; 2005 VVSG Vol. Il,
Section 4.8

RFI 2008-10

8/28/08

EAC

Notice of Clarification NOC 07-001: Timely
Submission of Certification Application

NOC 07-01

7/17/07

EAC

Notice of Clarification NOC 07-002: VSTL Work with
Manufacturers Outside of Voting System Certification
Engagements

NOC 07-02

7/24/07

EAC

Notice of Clarification 07-05: Voting System Test
Laboratory (VSTL